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By using 
inappropriat

e risk and 
security 

architectures, 
most 

companies 
play with fire 

– and risk 
costly 

damages 
 

WHERE 
BUSINESS 

FAILS 

COSTS AND TIME INCOMPLETE COVERAGE 

DATA AND SOFTWARE DISTRUST 

cost-intensive and time-consuming 
risk and security management 

obsolete  and unscientific risk models 
and tools 

impossibility of covering all risk 
areas on a regular basis 

distrust towards risk and security 
management and personnel 

HIGH PERSONELL DEMANDS EXPERT BIAS 

lack of experts and managers to do the 
job 

highly biased and 
underestimating risk and 

security assessments 

THE PROBLEM 
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40% 

34% 
25% 

20% 

16% 

6% 
6% 5% 

ADVERSE REGULATORY CHANGES
BREACH OF CONTRACT
T&C RESTRICTIONS
CIVIL DISTURBANCE
NHFO
EXPROPRIATION
TERRORISM
WAR

Bad risk 
assessment 

can damage 
foreign 

investments 
by up to 30% 

POLITICAL 
RISKS 
COST 

almost 55% of decision-makers see political risk as major 
constraint for foreign investment in emerging countries 

FINANCIAL LOSSES DUE TO POLITICAL RISKS 
(WORLD BANK, 2018) 

THE PROBLEM 

FRAGILITY OF “ECONOMIC 
GAME” 

SITE/LOCATION INSECURITY 

POLITICAL 
INSECURITY 

COSTS OF NEGATIVE 
EXPECTATIONS 

CONSTRAINTS OF POLITICAL 
RISKS 

DISRUPTION OF ECONOMIC 
ACTIVITY 

changing regulations, expropriations, increase of 
transportation costs, capital flight, higher costs for local 
employers, dropping of export volumes, … 

changing of legal framework and authorities, insecure 
property rights, … 

evacuation costs, increase of security personnel costs, costs of 
surveillance and guarding 

local wars, social unrest, attacks, kidnapping, migration 
waves 

“costs of fear”, expectations of future violence 

EFFECTS OF POLITICAL RISKS 
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We use big 
data to 

elaborate 
event-based 

models of 
risk 

monitoring 
and 

forecasting – 
out clients get 

a simple 
hands-on 

solution 

SECURITY 
THROUGH 

ANALYTICS 

MONITORING FORECASTING MODELS 

 highest forecasting  quality (up to 
80% accuracy)  

 comprehensive monitoring and risk 
modelling 

 scientifically validated models such 
as machine learning 

FORESIGHT APPROACHES 

 individual, IT-based platforms 

 regular, custom-tailored 
reports and analyses 

 real-time architecture and early 
warning systems 

FROM BIG DATA TO ANALYTICAL SOLUTIONS 

 scraping and analysis of 
security-relevant events 

 spatial, temporal and semantic 
coding 

 regional, national, local and 
POI analytics 
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BASIC 
METHODS 

OVERVIEW 

We analyze risks on 
three analytic levels to 

derive the “big 
picture” of security 

issues 

METHOD OVERVIEW – IDENTIFYING RISKS ON THREE LEVELS 

MACRO-LEVEL MICRO-LEVEL MESO-LEVEL 

 “big picture”, 
global trends 

 long-term 
indicators 

 in-depth country 
data 

 middle-terms 
dynamics 

 detailed event 
data 

 short-term 
changes 

1 2 3 
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STRUCTURAL 
DATA 

ANALYSIS 

Subnational analyses 
can unveil “new” 

insights into macro-
developments of a 

whole country 

METHOD OVERVIEW – IDENTIFYING RISKS ON THREE LEVELS 
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Our vision is 
to cover and 

analyze all 
political risk 

events on the 
globe – in 

real time, at 
any place, in 

all 
dimensions 

EVENT 
DATA 

ANALYSIS 

GEO- 
CODING 

exact localization of 
risk events 

SCIENTIFIC 
MODELS 

accurate forecasting 
algorithms 

BIG 
DATA 

analytical risk scraping 
Labor unrest 

incidents in China 
(2011 – 2014) 

METHOD OVERVIEW – IDENTIFYING RISKS ON THREE LEVELS 
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EVENT 
DATA 

ANALYSIS 

Subnational analyses 
can unveil “new” 

insights into macro-
developments of a 

whole country 

EXAMPLE OF EVENT DATA USE 

Comparison between national data and subnational event data: 
Most of Nigeria’s assessment is biased through events occurring in “Borno” state 

EVENTS BY CATEGORY 
DATA 

“NIGERIA” 
DATA 
“BORNO” 

battle (no change of territory) 38 23 

battle (non-state actors overtake territory) 0 0 

battle (government regains territory) 19 11 

headquarters of base established (by rebels) 0 0 

non-violent activity by a conflict actor 5 2 

riots/protests 51 3 

violence against civilians 59 15 

non-violent transfer of territory 1 1 

remote violence 6 2 

∑ Total 179 57 

Fatalities 1,585 1,259 
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LEVEL 
OF ANALYSIS 

 Nigeria’s northern regions are 
in a state of civil war, whereas 
south-western regions are 
relatively quiet 

 Shade of regions reflect 
conflict-related fatalities; dots 
reflect individual conflict 
events 

A variety of 
choices have to be 
made in defining 

the modelling 
approach 

PREDICTIVE 
MODELLING: 

CHALLENGES 

BINARY, MULTICLASS, CONTINUOUS 
PHENOMENA 

SPATIAL AND TEMPORAL DEPENDENCIES 

 Social unrest is endemic to 
Nigeria 

 Shade of regions reflects 
number of riots and protest 
events; dots reflect individual 
riots or protests events 

 Conflict may generate spill-over 
effects and expand across time 
and space 

INPUT DATA – EXAMPLE “NIGERIA” 
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NEIGHBORING REGIONS 

 event data to be obtained for 
neighboring regions 

 these regions experienced 32 
conflict events and 186 
conflict-related fatalities 

Event data 
analyses can be 
used for various 

investigations on 
actor and conflict 

nature 

EVENT 
DATA 

ANALYSIS 
CONFLICT NETWORK 

STRUCTURE 
CONFLICT 
TRENDS 

 event data can reflect active 
actors in a country or a 
subnational region  

 16 actors could be identified 
and structured 

 conflict trends observable as total 
number events 

– current month (February 2015): 57 

– current month (average last 3 
months): 23 

– average last 3 months to average last 
6 months: 8.33 

– average last 6 months to average last 
12 months: -1.42 

 

 

EVENT DATA APPLICATIONS 
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EVENT 
DATA 

SCRAPING CODING SCHEME  

 Classification of news reports 

TRAINING DATASET 

 Scraping of news through whitelisting 

 Developing georeferenced training dataset 
through manual codification 

CLASSIFICATION 

 Semi-supervised-learning method 

FEATURES 

 Operationalization of features on the 
basis of classified news reports  

MODELING 

 Use of features for crisis early warning 

“Pirates boarded the Safmarine Kuramo, registered in 
Singapore, on Feb. 6 as it headed to Port Onne in 
Nigeria’s Rivers state from Pointe Noire in the 
Republic of Congo, according to Olusegun Soyemi, a 
captain in the Nigerian navy. “We got a Mayday distress call 
that the ship was boarded by an unconfirmed number of sea 
pirates after entering the nation’s territorial waters,” 
Soyemi told reporters in Port Harcourt, the capital of 
Rivers, on Sunday. “We immediately dispatched a warship 
and attack gunboats. The sea pirates, apparently on 
sighting advancing naval troops, fled the scene.”  

How scraping 
works 

EXAMPLE 
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Most violent 
clashes in Libya 

occur in the 
densely populated 

coastal regions 
and in the vicinity 

of oil 
infrastructure 

CONFLICT 
FATALITIES 2018 

CONFLICT FATALITIES IN YEMEN 2018 
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EL SALVADOR ROBBERY AND THEFT 2019 

EVENT 
DATA 

ANALYSIS 

Subnational analyses 
can unveil “new” 

insights into macro-
developments of a 

whole country 
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Social unrest and 
occasional terror 

attacks plague 
Pakistani cities. 
Violent clashes 

between armed 
groups and 

security forces 
are concentrated 

along the Afghan-
Pakistani and 

Indian-Pakistani 
border 

CONFLICT 
EVENTS 2019 

CONFLICT EVENTS IN PAKISTAN 2019 

Pakistan is a high risk country that witnesses multifaceted violence on a daily basis. Terrorism, state vs. non-state actor 
clashes and protests are reported throughout the country  
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Protests and riots 
against 

government 
policies or related 

to current issues 
are common. 

Multiple 
terrorism related 

events and violent 
police raids / 

“encounter 
killings” occurred 

in the past 
months in the city 

KARACHI 
SECURITY 
ANALYSIS 

CONFLICT EVENTS IN KARACHI MAY – JULY 2018 
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ROUTE 

ANALYSIS  
LEBANON 

DAMASCUS 
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We use big 
data to 

elaborate 
event-based 

models of 
risk 

monitoring 
and 

forecasting – 
out clients get 

a simple 
hands-on 

solution 

SECURITY 
THROUGH 

ANALYTICS 
NATIONAL LEVEL CODING SCHEME  SUB-NATIONAL LEVEL CODING 

SCHEME  

HOW POLITICAL RISKS ARE INCLUDED IN KIS 
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NATIONAL LEVEL CODING SCHEME  
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SUB-NATIONAL POLITICAL RISK  
LEVEL 




